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The model of zero-knowledge multi-prover interactive proofs was introduced by Ben-Or, 
Goldwasser, Kilian and Wigderson in [4]. A major open problem associated with this model is 
whether NP problems can be proven by one-round, two-prover, zero-knowledge protocols with 
exponentially small error probability (e.g. via parallel executions). A positive answer was claimed 
by Fortnow, Rompel and Sipser in [12], but its proof was later shown to be flawed by Fortnow 
who demonstrated that the probability of cheating in n independent parallel rounds can be much 
higher than the probability of cheating in n independent sequential rounds (with exponential 
ratio between them). In this paper we solve this problem: We show a new one-round two-prover 
interactive proof for Graph Hamiltonicity, we prove that  it is complete, sound and perfect zero- 
knowledge, and thus every problem in NP has a one-round two-prover interactive proof which is 
perfectly zero knowledge under no cryptographic assumptions. The main difficulty is in proving 
the soundness of our parallel protocol namely, proving that  the probability of cheating in this 
one-round protocol is upper bounded by some exponentially low threshold. We prove that  this 
probability is at most 1/2n/9 (where n is the number of parallel rounds), by translating the 
soundness problem into some extremal combinatorial problem, and then solving this new problem. 

1. Introduction 

In [16] Goldreich, Micali and Wigderson show that under the assumption that  
one way functions exist, every NP language has a computational zero knowledge 
interactive proof system. They prove it by giving a sequential zero knowledge 
protocol for an NP-complete statement. Results in [9] and [5] imply that  if perfect 
zero-knowledge interactive proof-systems for NP exist (i.e. which do not rely on 
the fact that  the verifier is polynomial time bounded), then the polynomial time 
hierarchy would collapse to its second level. This provides strong evidence that  it 
will be very hard to show that  NP has perfect zero-knowledge interactive proofs. 
As a result, considerable effort was devoted in the last few years to the design of 
alternative models in which it would be possible to solve the problems of perfect 
zero-knowledge proofs for NP, zero-knowledge proofs for NP without intractability 
assumptions, and zero-knowledge proofs for NP in a constant number of rounds. 

Feige and Shamir [13] solved the problem of zero-knowledge argument (namely, 
when the prover is polynomially bounded) for NP in a constant number of rounds, 
under the assumption that  one-way functions exist. The counterpart problem with 
respect to an unbounded prover has been solved by Goldreich and Kahan [14] 
under the assumption that  claw-free functions exist. The problem of perfect zero 
knowledge was solved for some special cases: Brassard, Crepeau and Yung [2] 
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show the existence of parallel perfect zero knowledge arguments for NP under the 
Certified Discrete Log Assumption (or alternatively, under a generalization of this 
assumption), and Bellare, Micali and Ostrovsky [6] exhibit perfect zero-knowledge 
proofs for Quadratic residuosity and graph isomorphism in 5 rounds. 

Ben-Or, Goldwasser, Kilian and Wigderson [4] suggested the novel concept 
of multi-prover zero-knowledge interactive proof system for NP, solved the per- 
fect zero-knowledge problem by exhibiting a sequential two-prover protocol which 
achieves this aim without any complexity assumptions, and remarked that  the par- 
allel execution of their protocol is also a perfect zero-knowledge proof system with 
a single round under a weak definition which requires only a constant probabil- 
ity of cheating. Fortnow, Rompel and Sipser [12] claimed a similar result under 
the stronger definition which requires a negligible probability of cheating, but their 
proof of soundness was later shown to be faulty by Fortnow [8]. Moreover there 
are some examples of protocols (see [8] and (4.1) here) for which the probability of 
cheating in their parallel version is known to be exponentially bet ter  than in their 
sequential version. Cai, Condon and Lipton showed in [7] several results regarding 
parallel repetition of multi-prover protocols and two-person games. In particular 
they pointed out the connection between the size of the messages (which are ex- 
changed between the provers and the verifier) and the decreasing rate of the error 
probability. 

In this paper we describe a simple one-round two-prover interactive proof for 
Graph Hamiltonicity, prove that  it is complete sound and perfect zero knowledge, 
and thus every language in NP has a one-round two-prover perfect zero knowledge 
interactive proof under no intractability assumptions. Note however that  we did not 
solve the more general problem whether every protocol, when executed in parallel, 
yields an exponentially decreasing error probability. 

The main difficulty is in proving the soundness of our parallel protocol, i.el 
proving that  the probability of accepting a false statement is upper bounded by 
some exponentially low threshold. We prove that  this probability is at most 1/2n/9 
(where n is the number of parallel rounds), by translating the soundness problem 
into some extremal combinatorial problem, and then solving this particular prob- 
lem. 

We end up this paper by proving that our one-round two-prover protocol is also 
a perfect zero knowledge proof of knowledge, which can extract an actual witness 
from any sufficiently successful pair of provers. 1 

The paper is organized in the following way: In Section 2 we give several 
definitions. In Section 3 we present our parallel protocol for Hamiltonicity, and 
prove its correctness in Section 4. In Section 5 we prove that our protocol is also a 
perfect zero knowledge proof of knowledge. 

1 The formal notion of zero knowledge proof of knowledge was introduced by Feige, Fiat and 
Shamir in [11]. Other researchers later formalized slightly modified versions of this notion, but we 
follow the original definition. 
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2. Definitions 

The concept of two-prover interactive proofs was introduced by Ben-Or, Gold- 
wasser, Kilian and Wigderson in [4]. We follow their definitions. 

Let P1 and /2.2 (the provers) be probabilistic Turing machines and V (the 
verifier) be a probabilistic polynomial-time Turing machine, all of which share the 
same read-only input tape. The provers' goal is to convince the verifier that  some 
word x (which is the common input of P1, P2 and V) belongs to some language L. 
In order to do this, the verifier V shares communication tapes with each Pi but the 
provers P1 and P2 have no common tapes except the input tape. This means that  
the provers can cooperate and choose a common strategy before the interaction 
with the verifier starts, but  are isolated from each other during the execution of the 
protocol namely, they are not allowed to communicate with each other and each 
one of them can not see the messages which are exchanged between the verifier and 
the other prover. At the end of the conversation, V outputs either an accept (or 
reject) based on the input x, its random bits and the entire conversation it has had 
with both  provers. 

Definition I Let L be an NP-language. We say that  L has a two-prover interactive 
proof system if: 

1. Completeness: 3P1, P2VxEL V accepts x. 

2. Soundness: VP1,P2 Vx ~ L, the probability that  V accepts x is at most 
2-1xl (where Ixl is the size of the common input x). 

Let (P1, P2, V) be a two-prover interactive proof system for L. Let 
Viewp1,p2,v(x ) denote the verifier's view during the protocol namely, the sequence 
of messages exchanged between the verifier and the provers along with the private 
random bits of V. This is a probability space taken over the coin tosses of V and 
the random tapes of (P1,P2). 

Definition 2 We say that  L has a two-prover perfect zero-knowledge proof system 
if there exist two provers P1, P2 such that  for all probabilistic polynomial time 
verifiers V, there exists a probabilistic Turing machine M (a simulator) such that  
for all x EL, M(x)=Viewp1,p2,v(x ) (where M(x) denotes the output of M on the 
input x) and M(x) terminates in expected polynomial time: 

The protocols we consider in this paper can be divided into time steps: In each 
step either the verifier sends his queries to the provers (the verifier's step) or they 
send him their responses (the provers' step). Without loss of generality, we can 
assume that  the first step (in any interactive proof) is that  of V. A round is a pair 
of two consecutive steps: A verifier's step followed by a provers' step. 

3. The One-Round Two-Prover Protocol 

Definition 3 A directed graph (on t vertices) is Hamiltonian if it contains a directed 
closed path (cycle) of length t which passes through all the vertices. 

Definition 4 Let H be a t x t matrix of zeros and ones (which can be thought of as 
an adjacency matrix of a directed graph). We say that  H is exactly Hamiltonian if 
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there is exactly a single 1 in every row and in every column, and these t ones define 
a permutation with a single cycle. 

We now describe a single prover subprotocol of the full two prover protocol for 
Hamiltonicity. Let A and B be two t • t random matrices of zeros and ones whose 
pointwise XOR A ~ B --/-/is a random exactly Hamiltonian matrix. Denote by 
S the Hamiltonian cycle on t nodes whose adjacency matrix is H. Assume now 
that an honest prover wants to use H in order to prove to V the Hamiltonieity 
of some graph G with t nodes, and assume that only the prover knows A, B and 
H but V is convinced that H is exactly Hamiltonian. Let ~r be a permutation 
of the vertices that maps S onto the Hamiltonian cycle of G (i.e. 7r(S) C_ G). 
P sends V the permutation 7r and the values of all entries in ~r(A) and ~(B) 
which do not correspond to edges in G. V accepts the proof if[ all revealed pairs 
((1r(A)i,j,lr(B)i,j) such that  (i,j)is non-edge in G) are (0,0) or (1,1). P ' s  proof 
implies tha t  the t ones that  remain unrevealed in ~ (H)  correspond to edges of G, 
and thus G contains a Hamiltonian cycle. 

Informally, this protocol is zero knowledge since all the verifier gets is a collec- 
tion of (pairs of equal) random bits and a random permutation,  and both things 
can be simulated in random polynomial time. A formal proof involves the notions 
of simulator and distinguisher. We refer the interested reader to [15] and [16]. 

However, a cheating prover can use a matr ix  H which is not exactly Hamilto- 
nian in order to fool the verifier. We introduce a second prover into the protocol 
in order to check this possibility. Let (P1,P2, V) denote the two-prover protocol in 
which P1, P2 and V receive the graph G (which has t vertices) as a common in- 
put, and (P1,P2) t ry  to prove its Hamiltonicity. Let P1 and P2 share two random 
t •  matrices A and B such that  A ~ B = H ,  where H is a random t •  exactly 
Hamiltonian matrix, i.e. before the protocol begins, P1 randomly selects an exactly 
Hamiltonian matr ix  H,  and a random matrix A, and sends A and B = A ~ H  to 
P2. Assume tha t  P1 has a witness for the Hamiltonicity of G ( on his auxiliary 
tape).  

The basic two prover protocol (BP) of Hamiltonicity is: 

�9 V randomly and independently chooses two bits bl and b2. He sends bl to 
P1 and b 2 to P2. 

�9 If  bt = 0 then P] sends A and B to V, otherwise he executes the basic step 
of the previous section. 

�9 If  b2--0 then P2 sends A to V, otherwise he sends B to V. 

�9 According to bl, V either checks that  A ~ B is exactly Hamiltonian or checks 
that  the basic step was done correctly, and in both cases he verifies the consistency 
of the revealed entries with P2's response. V accepts iff these checks are successful. 

The full protocol FPn is a one-round protocol which consists of n parallel 
independent executions of BP, where n is a security parameter.  More precisely: 
At the initial stage, the provers share n independent pairs of random matrices, 
each pair has the same properties as those of the above (A,B). At the interactive 
stage the verifier randomly chooses 2n independent bits and sends the first n bits 
to the first prover and the last n bits to the second prover. Now, each prover has 
a sequence of n pairs of random matrices and a sequence of n random bits, and for 
each triple (a random bit and a pair of matrices) he independently replies according 
to the basic protocol BP. 
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In the next section we prove that  FPn is a perfect zero knowledge interactive 
proof for Hamiltonicity. Since this is an NP-Complete problem, we have the 
following theorem: 

Theorem 5. Every language in NP has a two prover perfect zero knowiedge interac- 
tive proof of membership in one round without making any intractability assmnp- 
tions. 

4. Correctness 

Our goal is to prove that  the parallel protocol FPn is a perfect zero knowledge 
proof for Hamiltonicity. 

Completeness: P1 (which is either infinitely powerful or polynomial time bounded 
with knowledge of a Hamiltonian cycle in G) can determine the permutation ~r of 
the basic step and perform the protocol. Notice that unlike the [4] protocol, only 
P1 has to know the actual input graph, while P2 should only know its size t. 

Zero-Knowledge: We construct a probabilistic polynomial time simulator M which 
without knowledge of a cycle in G can give a response to every 2n-bit query of 
V which is perfectly indistinguishable from the answers of the real provers. This 
simulation can be easily carried out because the query bits bl and b2 are chosen by V 
before it gets any messages from the provers, and thus M can use them in choosing 
A and B. if bl --0 then M sends V two random t• 0/I matrices whose XOR is an 
exactly Hamiltonian matrix and according to b2 he sends V one of these matrices. 
If bl = I, M randomly chooses a 0/I matrix A and a permutation 7r, simulates Pl's 
basic step (with the pair (A,A) and lr(G)) and sends A as a simulation of P2- It 
is easy to verify that  M(G) = Viewp~,p2,y(G ) namely, this s~muIation is perfectly 
indistinguishable from a real execution, which means that  our protocol is perfect 
zero-knowledge. 

The main difficulty (and therefore the motivation of this paper) is how to prove 
the soundness. 

4.1. Where  is The Problem? 

Consider first the basic protocol BP. It is easy to see that any simultaneous 
success of (PI,P~) in answering all the four possible comMnations of bl and b2 
queries of V implies the Hamiltonieity of G. Therefore, the cheating provers (when 
G is not Hamiltonian) can answer successfully at most 3 out of the 4 possible 
requests. The probability of cheating in each execution of B P  is thus at most 3/4, 
and the probability of cheating in n sequential independent executions of B P  is at 
most (3)n. 

We would like to get the same result with respect to parallel executions but  
its falsehood is the motivation of this paper. Fortnow [8] constructed a (somewhat 
artificial) two prover protocol that  accepts all inputs with probability 1/2 such that  
there exists a strategy for the parallel execution of two rounds which causes the 
verifier to accept all inputs with probability 3/8. We now show that  this problem 
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can in fact arise in our protocol by showing that if G is not Hamiltonian then the 
probability of cheating in FP2 is greater than (3)2. We demonstrate this fact by 
specifying a strategy for cheating (P1,P2) which succeeds in 10 out of the 42-- 16 
possible requests of V. 

Let (X,Y) and (Z, W) be two pairs of t x t 0/1 matrices such that X ~ Y and 
Z ~ W  are exactly Hamiltonian matrices. Let l~, .~ and ]J be sets of t 2 -  [E(G)[ 
entries of W, X, Y, respectively, which correspond to non-edges in r for some 
arbitrary permutation ~. Let bi,j (1 <_i,j _<2) be the bit sent by V to Pi in the j ' t h  
round, and Ai,j be the corresponding answer of Pi. 

The strategy is: 

Instructions for PI: 
requests responses 
b1,1 bl,2 AI,1 A1,2 
0 0 (X,Y) (Z,W) 
0 1 (X,Y) (17d, IY) and r 
1 0 (?, Y) and ~b (Z, W) 
1 1 (X,.X) and ~ (IV, IY) and 

Instructions for P2: 
requests responses 
b2,i b2,2 A2,1 A2,2 
0 0 X W 
0 1 X W 
1 0 Y Z 
1 1 Y W 

It is easy to check that  the following matrix represents the results of all the 
possible executions of FP2 whenever the provers follow the above strategy: 

00 01 10 11 

00 0 1 0 1 

01 1 1 0 1 

10 1 0 1 0 

11 1 1 1 0 

In this matrix the pairs at the top are the (bl,1, bl,2) requests, those on the left 
are the (b2,1, b2,2) requests, and the ten 1-entries represent the successful executions 
in which V accepts the provers' messages. Since all choices of bi,j quadruples are 
equally likely, the cheating (Pi,P2) succeed with probability io (which is greater 
than (3)2). This strategy, applied to n parallel rounds (which succeeds with 

probability ti6J f ~ ~n/2 > (3)n), demonstrates the difficulty of proving the soundness of 
parallel executions by using standard techniques. In the next subsection we show 
how to overcome this problem. 
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4.2. The Proof of Soundness 

Our main theorem uses novel techniques to show that  the parallel protocol is 
sound, by proving tha t  the probabili ty of cheating decreases exponentially fast: 

Theorem 6. If  G is not Hamiltonian then 

1 
V(P1,/52) Pv{FPnsucceeds} < 2n/--- ~ 

where the probability is taken over the coin tosses of V. 

Proof. Without  loss of generality we can assume that  t51 and/52 are deterministic, 
and use their best s t rategy against the particular verifier V. Denote by ~r a random 
n-bit  string sent by V to ]52, and by T a random n-bit string sent by V to/51. Let 
ak(~-k) be the k ' th  bit of a(T). For each cr denote by Aa the set of all those q-'s for 
which FPn succeeds on (a, ~-). We prove the theorem by proving that  if: 

1 
Pr{ FPnsucceeds} >_ 2n/---- ~ 

then there exists a successful quadruple, i.e. (a/, a II, ~_l,~_i1) such that  FPn succeeds 
on each one of the following pairs: ( J , T ' ) ,  ( a ' , ' J 0 ,  (a" ,T ' ) ,  (c/',~-'0, and there 
exists l < k < n  such that:  

a ; # a ~  a n d T ~ # T ~ ' .  

Lemma 7. The existence of a successful quadruple impIies the Hamiltonicity of G. 

Proof.  Assume that  (o/ ,aP/ ,~ ' , r")  is a successful quadruple and without loss of 
generality assume tha t  for some 1 < k < n 

I! 

We concentrate now on the answers of the provers at the k ' th  stage of the 
parallel protocol: As a response for a ' ,  P1 sends V the 0/1 t x t matrices A and B, 
where H = A (~ B is an exactly Hamiltonian matrix. The success of the executions 
implies tha t  P2 sends A as a response to ~-', and B as a response to ~-~. I t  also implies 
that  while executing the basic step in response to j1 ,  P1 sends a permutat ion ~r 
and pairs of equal bits which are identical to their counterparts in P2's matrices, 
and thus identical also to their counterparts in P l ' s  answer on c/ (i.e. A and B). 
Therefore, by executing this protocol just  against P1 on ~r' and on ~i, we can extract  
the Hamiltonian cycle (HC) in G by concentrating on his answers at the k'th stage, 
and comparing the adjacency matr ix  of ~r(G) to H = A ( ~  B. | 

The existence of a successful quadruple was shown to contradict the assumption 
tha t  G is not Hamiltonian. Note that  the condition on k is essential, since in the 
concrete success matr ix  demonstrated at the end of Section 4.1 there are several 
quadruples c/, a l l  ~_1 ~_,, which define four successful executions, but  we cannot 
extract  from them a witness of Hamiltonicity since none of them satisfies the 
condition on k. For example: c / =  (01), a " =  (11), 7 ' =  (00), T " =  (01) define 
four successes but  there is no index 1 < k < 2 on which a '  differs from all and ~_i 
differs form 7 I/ simultaneously. 
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Definition 8 We say that ~ is good if 

2 n 
IA I > - -  

-- 2" 2 n/9" 

2 n Lemma 9. I f  Pr{FPnSucceeds} > ~ then there exist at least ~ good ~ 's. 

Proof. The provers are deterministic, therefore there are at least (22n/2n/9) 2n-bit 
strings for which (P1, P2) succeed. The result follows from an elementary counting 
argument. | 

2 n Denote by T the set of all the good a's (ITI >_ ~ ) .  Our goal now is to show 

that  it is possible to choose a set S C_ T of 4.2 n/9 good n-bit strings ~r's such that  
every two strings in S differ from each other in more than 9n/40 bits. 

An algorithm for choosing S: 
BEGIN 
�9 S ~ - r  

�9 Repeat 4.2 n/9 times: Choose an arbitrary good n-bit string cr in T, add it 
to S, and remove from T all strings which differ from c~ in at most 9n/40 bits. 

END 

Lemma 10. This algorithm outputs a set of 4 .2  n/9 g o o d  n-bit strings, such that 
every two of them differ from each other in more than 9n/40 bits. 

Proof. First we notice that  the total number of n-bit strings x = (xl,  x2, . . . ,  Xn) for 
which 1 < n 9n  ~-~-i=1 xi <_ -4-6 is less than: 

( n )  2 n 
9n/40 9n/40 < 2 1 1 n / 4 8  

2 n 
for all sufficiently large n. Therefore for each n-bit string there are at most 2tln/4 s 
strings which differ from it in at most 9n/40 bits. The validity of the following 
inequality implies the success of the algorithm: 

( 2n ) 2  n 
4 . 2  n/9 1 §  211--~/48 -<--2"2n/9 - ~ ITI" 

Lemma 11. There exist ~,~ 'r  c S, such that: 

I A ~ , ~ A ~ " I  > _ 
2 n 

10.22n/9" 

| 

Proof. According to the inclusion exclusion formula we have: 

~ I A ~ I  - ~ fA~'AA~"I<--2n" 
~CS crl,c~" CS 
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If the Lemma is not true then we get: 

4 2 n/9 2n 42 " 22n/9 2n . . . .  . < 2 n. 
2 ' 2n/9 2 10" 22n/9 -- 

which can be simplified to: 

2 �9 2 n 4 . 2n 2n - g  _< 

which is obviously false. | 

Denote by J and j t  two particular strings in S for which: 

2 n 
IA~,AA~,,I>_ 

10 �9 22n/9" 

By construction, every two strings in S differ from each other in at least 9n/40 
bits, and in particular these two J ,  aH have this property. Denote by I the set 
of 9n/40 indices in which a I differs from a11. Choose an arbitrary ~_/C Aa~ N Aa,,. 

2 n There are exactly ~ n-bits strings which are identical to ~-~ on each of the 
indices of I. Therefore the total number of strings in the intersection which are 
identical to ~-~ on each of the indices of I is bounded by: 

2 n 2 n 

29n/4~ < 10" 22n/9 -< IA~' A A~,,I. 

Therefore there exists T/I C Aa, A Aa" which differs from T / in at least one of the 
indices of I,  and we have thus found a successful quadruple. | 

Remark: Recent improvements of the analysis (obtained independently by Peleg 
[18], Alon [1] and Feige [10]) tighten the constants in the upper bound on the 
probability of cheating and extend the analysis to other protocols based on constant- 
size queries. 

5. T h e  P r o t o c o l  is a Proof  of Knowledge. 

In this section we prove that  our protocol for Hamiltonicity is also a perfect 
zero knowledge proof of knowledge. We follow the definition suggested by Feige, 
Fiat and Shamir in [11] (a slightly modified definition appears in [3]). 

Definition 12 Let (P1, P2, V) be a two-prover perfect zero knowledge interactive 
proof system for an NP-language L such that  P1 and P2 are probabilistic polynomial 
time bounded. We say that  (P1, P2, V) is an interactive proof of knowledge if there 
exists an interactive probabilistic machine T (called "knowledge extractor") such 
that  for all (/~1,/~2) and for all input x, if V accepts the proof that  x E L  with non 
negligible probability, then the output produced by T at the end of polynomially 
many executions of (/~1,/52, T) on input x is a witness for x E L, and T terminates 
in expected polynomial time. More formally: 

& )  W Va Vn > N 
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Pr{(Pl,P2,V)s cc ed8 on x} > 
Pr{output of  (!51,P2,T) on x is a witness for x } = l  
and the expected running time of T is O(nb), where the probability is taken 

over the coin tosses of V. 

Theorem 13. FPn is a perfect zero knowledge interactive prgof of knowledge for 
Hamiltonicity. 

Proof. According to the above definition the probability space consists of all the 
(equally likely) 2n-bit strings which V may send to (P1,P2). By assumption, at 
least 22n/n a of them result in successful executions. Due to the same argument 
(and using the same notation) of the previous section we conclude that  there exist 
at least 2n/2n acr's whose JA~ 1 >_2n/2n a, and call them good cr's. 

Lemma 14. For every set S o[ 4n 2a good cr's there exist ~rl,a11GS such that: 

IA , N A ,,t -> 2n/(2n~ 3 

Proof. As in the proof of Lemma 11, using the first two terms of the inclusion 
exclusion formula trivially gives the result. | 

We now specify the knowledge extractor T: Choose a random set S of 4n 2a 
good cr's. This step can be performed by an expected polynomial number of 
statistical experiments of the following type: randomly choose an n-bit string or; 
for this string choose independently polynomially many random n-bit strings (T's), 
execute the protocol for each such pair (~-, a) and estimate the probability of success 
with respect to this cr. Choose an arbitrary pair cd,cr ~ C S which satisfies the 
condition of Lemma 14 (there are only O(n 4a) pairs for which we have to execute 
statistical experiments). Choose an arbitrary n-bit string in Aa, ~A~,,,  and call it 
T l" 

Notice the following crucial point: In order to choose S, we randomly choose 
polynomially many n-bit strings, each one by n unbiased and independent coin 
tosses, and thus every two chosen strings differ from each other in at least n/3 bits 
with overwhelming probability. In particular, the a~, ~ chosen from S satisfy this 
property with overwhelming probability. Denote by J the set of indices on which 
or' differs from ~" (IJI >n/3). The same argument used in the proof of Theorem 6 
yields that  almost all the strings in A~ [')A~,, differ from ~J in at least one of the 
indices of J,  therefore we can easily choose a string in this intersection which has 
this property, and call it ~-% 

Now all T has to do in order to extract the Hamiltonian cycle in G is to execute 
the protocol FPn against (P1, P2) on the following four pairs: 

(~', ~'), (~', ~"), (~", ~'), (~", ~"). 
Lemma 7 describes how to extract the cycle from the four sets of answers. 

Remark: There is a negligible probability that  the main procedure fails to find such 
T and a's. To complete the formal proof, we can carry out an (exponentially long) 
exhaustive search, and stop when one of the two approaches finds a cycle. | 

Since Hamiltonicity is an NP-Complete problem, Theorem 13 implies the 
following theorem: 
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Theorem 15. Every language in NP has a two prover perfect zero knowledge inter- 
active proof  of knowledge in one round without any intractability assumptions. 
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